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Abstract. There are similarities between architectures for Federated Informa-
tion Systems and architectures for Data Warehousing. In the context of an inte-
grated architecture for both Federated Information Systems and Data Ware-
housing, we discuss how additional schema levels provide security, and opera-
tions to convert from one level to the next.
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1 Introduction

There is much heterogeneity among preexisting information sources, such as Data-
Bases (DBs). When trying to build upon them either a Federated Information System
(FIS) or a Data Warehouse (DW), these heterogeneities, which include systems, syn-
tactic and semantic heterogeneities, must be overcome. We focus on semantic hetero-
geneities (see our chapter “Semantic Heterogeneities in Multidatabase Systems”
[GSC96] in [BE96], or [SR99]).

Within an integrated schema architecture for both FIS and secure Data Warehous-
ing, two important issues are:

•  how schema levels are related to security (section 3), and
•  operations on schemas to convert from level to level (section 4).

Section 2 gives our terms of reference, while Conclusions (section 5), acknowledge-
ments and references close this paper.

2 Terms of Reference

This paper is written in the context of the terms of reference with respect to security
policies, FIS architecture, DW terms and our previous work that are explained in the
following subsections.



2.1 Multi Level Security (MLS)

With respect to security policies, we will be assuming that some of the preexisting
information sources use Mandatory Access Control (MAC) -more specifically Multi
Level Security (MLS)- or its equivalent in Role Based Access Control (RBAC). This
assumption does not exclude that some other sources use Discretionary Access Con-
trol (DAC), but forces that at the level of the whole FIS the most strict security policy,
i.e. MLS, is used (for an explanation of these terms see for example [CFMS95]), or
the proceedings of the IFIP WG 11.3 Working Conferences on Database Security
listed at [DBLP]).

2.2 Federated Information Systems (FIS)

The area of Federated and Interoperable Databases and FIS has already been re-
searched for a number of years (for concepts see for example [BE96], [ERS99],
[Thu97]). We will be using a 7-level schema architecture, depicted in figure 1. There
is a software processor for each line between schemas, omitted in the figure.
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Figure 1. Seven levels schema architecture

This architecture was presented in [ROSC97], as an extension of the 5-level
schema reference architecture introduced in [SL90], in order to separate different



issues in different processors (separation of concerns). A relevant difference from the
reference architecture is the inclusion of two additional schema levels.

One of the two additional levels contains Authorization Schemas, representing deri-
vations (subsets) of the Federated Schema, for a class of federated users with a certain
Clearance Level.

 On the other hand, the schema level called “External Schema” in [SL90] is split
into two: an External Schema defines a schema for a class of users/applications; it is
still expressed in the Canonical Data Model (CDM). A User External Schema is the
conversion of an External Schema from the CDM to the user data model.

2.3 Data Warehousing and Data Marts

We will be using Inmon's definitions:
•  A Data Warehouse is a subject-oriented, integrated, time-variant, nonvolatile

collection of data in support of management's decision-making process.
•  A Data Mart is a subset of a DW that has been customized to fit the needs of a

department or subject area.
For further explanations of DW concepts, see [Inm96], [IIS98].

Another frequently used term in the field is Multidimensional Schema. The main
purpose of having Multidimensional Schemas defined is to ease the presentation,
navigability, and access to the data by distinguishing two kinds of entities: those that
are to be analyzed (central facts), and those used to analyze (i.e. surrounding analysis
dimensions).

2.4 Our previous work

The BLOOM research group at the universities UPC at Barcelona, UdL at Lleida and
UGR at Granada (Spain) has been researching on these topics since 1986. Main results
of the BLOOM research group since 1986 include (see the Web page http://www-
lsi.upc.es/bloom/home.html for details):

•  Development of a framework of characteristics of a data model that make it suit-
able as CDM of a FIS [SCG91].

•  Development of the BLOOM data model to satisfy all these characteristics
[CSG92].

•  Classification of semantic heterogeneities [GSC96].
•  Semantic enrichment of schemas [CSG94].
•  Detection and resolution of semantic heterogeneities [SCRR96], [GSC96].
•  Development of a 7-level schema architecture for FIS [ROSC97].
•  Definition of derived classes in Object Oriented databases [SS96].
•  Development of an integrated architecture for both FIS and DW [AOSS00].
•  Integration of different security models [OS00].
•  Adequacy for multidimensional analysis of O-O data models [ASS00].



3 Secure DW Schemas

3.1 Authorization DW Schemas

Authorized access in a DW is scantily studied, but we think the set of data, stored in a
DW, that is needed to support the decision-making process has to be protected from
unauthorized accesses, just as any other information system, because data helping to
make decisions probably is very confidential.

Authorization Schemas help federated databases in MLS data protection, because
each Authorization Schema defines the subset of information that a class of us-
ers/applications can access. In our integrated architecture (see section 3.2), Authoriza-
tion DW Schemas help Data Warehousing in the same way.

Security 
Levels

Figure 2. Data Schema and Security Policies Integration

The process to obtain Authorization Schemas (and Authorization DW Schemas in
the integrated architecture) from a Federated Schema (from a DW Schema, respec-
tively) takes into account the security policy of the federation itself. In our case the
security policy is based on a MLS system, so Authorization Schemas assist the ful-
fillment of the Simple Property and *-Property rules. The existence of an Authoriza-



tion Schema for each security level of the partial ordered set of the federation itself is
necessary. The set of data included in an Authorization Schema is classified at the
same level, or at a level smaller, than the level corresponding to the Authorization
Schema.

Another characteristic of Authorization Schemas is that they are also used to assist
information inference control. In our case the inference problem gets worse because
the use of the semantic abstractions of BLOOM data model. Some abstractions of
BLOOM are so rich semantically that the description of some characteristics of a class
could point out other information.

Let us look at an example (figure 2), related to shipments of waste material from
producers of waste to where they will be processed (receivers). Some waste material
can be dangerous, or a possible target for criminal persons (chemical acids, nuclear
waste), so that security policies must be enforced.

A FIS is formed by federating the relational DB of a transportation company
(having schema CDB1) with the O-O DB of another transportation company (schema
CDB2). One Federated Schema is shown. How the security levels of CDB1 and CDB2
are integrated into federated security levels is out of the scope of this paper (see
[OS00]).

The Federated Schema has an f_receivers class classified at level U (Unclassified),
and an f_producers class classified at level C (Confidential). Since class f_customers
is an alternative generalization of classes f_receivers and f_producers, a user with
Clearance Level U cannot see the f_producers class, but the property alternative sug-
gests the existence of at least one unauthorized class (it is a covert channel).

The Authorization Schema corresponding to level U is shown in figure 3. Some
properties have been modified (in bold) to solve the inference problem.

Figure 3. Authorization Schema of level U.



3.2 Our Integrated Architecture

An integrated architecture, which combines our 7-level schema levels architecture
with the schemas needed to produce a secure DW and its Data Marts, was presented in
[AOSS00]. It is shown in figure 4.

Multidimensional Data Model

Figure 4. Integrated FIS + DW Architecture

It is important to notice the location of the DW Schema. If we assume that the pres-
ence of a processor (performing changes either in data model, in semantics, or in
UoD) forces the appearance of a new level, the DW should be placed in between the
Federated Schema and the Authorization Schemas. However, the DW Schema is
placed at the same level as the Federated Schema, because they play equivalent roles.
If the Export Schemas were expressed in a temporal CDM, and we had an integration
processor for it, then Federated Schema and Data Warehouse Schema would collapse
into a single schema.

On the other hand, the double storage system (DW-DM) should not be avoided.
The DW is data-driven designed, and will contain data that may not be sure that will
some day be useful (which worsen performance). The DM is query-driven designed
(in a multidimensional data model), oriented to optimize response times. Thus, what
we will, likely, have is a temporal, or relational database supporting time, incremen-
tally designed and populated, as data is generated. From this huge, central DW, we
will define and feed smaller DMs, in as needed basis. Notice that we are not suggest-



ing a methodology, but an architecture. Defining a methodology is absolutely out of
the scope of this paper, and the architecture does not impose it.

3.3 External DW and Data Mart Schemas

Besides reflecting the security aspects of the DW, we can define the subsets of data of
interest depending on the classes of users and/or applications (tags (5) and (6) in figure
5). The external schemas are expressed in the CDM. However, they can be translated
(tag (8) in figure 5) to any other model.

At this point, the strength is not in the data itself, but in the needs of the users.
Here, we will have a query-driven design, where what really matters is the vision the
user has. If the users have a multidimensional vision of the data, we will obtain Star
External Schemas (by (6) in figure 5). If most of the users have that vision, what we,
likely, get is a set of stars sharing some of their dimensions. Sometimes, this is called
a “Star Constellation” or “Data Warehouse Bus” (in [Kim96]).

Multidimensional Data Model

Figure 5. DW Schemas Architecture from the Federated Schema

Due to performance reasons, most of these Star Schemas are materialized (represented
by (7) in figure 5), giving rise to DM built with either ROLAP (Relational On-Line
Analytical Processing) or MOLAP (Multidimensional On-Line Analytical Processing)
techniques. However, other External Schemas used for Data Mining or solving some
sporadic queries would not need to be materialized.



4 Operations on Schemas

We need different kinds of operations in the CDM (BLOOM in our case): to perform
the following functions:
1) conforming operations to transform the (export) schema of one DB to a form

more suitable for integration into a Federated schema [RAO+01]. These opera-
tions are also useful in other contexts, in particular to derive external schemas
(views) in O-O DBMSs.

2) generalization of classes from different DBs to a superclass in a Federated
schema. The schema integration process, which produces a Federated schema
from several Export schemas, can be considered as a two-step process: first, con-
forming operations change the form of the Export schemas into a common form,
and then these are generalized. Discriminated generalization is preferred, because
of the reasons explained in [GSC95], in particular the support of “multiple se-
mantics” [SL90] and no loss of information, because each (virtual) object in a
Federated schema is given a tag (discriminant) showing from which component
DB it comes from.

3) object identification function (oif) to assert when an object O1 in one DB repre-
sents the same real world object as an object O2 in another DB. Different users
may use different oifs, as explained in [SR97].

4) collapse two objects into one using a particular oif [GCS95]. If all users share the
same oif for a Federated class, or if integrity constraints among the component
databases (interdependencies) must be enforced, then the collapsing operation
may take place during the process of schema integration; otherwise, the derivation
of each External schema may collapse using a different oif.

5) dealing with value discrepancies, preserving all values by having multivalued
attributes in Federated schemas. External schemas may use different options, such
as giving preference to the value coming from a particular DB (shown by its dis-
criminant), or by “aggregation by reduction” operations (sum, average, maxi-
mum,...) [SR97].

6) protecting security by hiding relationships between abstractions that could reveal
confidential information, as exemplified in section 3.1.

7) transform into the Data Mart model the structures of the DW data model. O-O
models are preferred, as discussed in [ASS00].

5 Conclusions

We have explained how an integrated architecture -upon a number of component da-
tabases- supporting both a Federated Information System and a Data Warehouse may
preserve MultiLevel security. We have also discussed the kinds of operations needed
in this architecture.



We are currently working on the conforming operations, on security level integra-
tion, and on O-O data models supporting time in the way required by Data Ware-
houses and Data Marts.
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